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TR-069 introduction

TR-069 is a standard for remote management of CPE (Customer Premises Equipment) defined by the
DSL Broadband Forum. TR-069 uses common transport mechanisms (HTTP and HTTPS) for
communication with CPE. The HTTP(S) messages contain XML-RPC methods defined in the standard
for configuration and management of the device.

/ Customer Premises Internet

| B < SOAP (XML-RPC)

| & iOAP (XML-RPC)
i o

I SOAP (XML-RPC)

Figurel: TRO69 schematic design

Typically on router on customer premises provides Internet connectivity to many phones as indicated
in Figure 1. The ACS can now manage the router and all phones located behind it remotely.
7EAO AT AO nOAIi T OA 1 AT ACAI AT OO 1 AAT e
Where provisioning was used to provide configuration information to many phones at once remote
management takes this one step further. Of course it is still possible to configure the phone remotely

when it boots up but with TR-069 the phone can actually be managed remotely. In addition to the
configuration you can also e.g.

¢ Reboot the phone

e Customize the phone look and feel

e Push XML-Minibrowser pages to the phone
e Update the firmware of the device

Another difference is the way the actions are triggered. While in the provisioning case the phone
starts the action in case of TR-069 management the action is triggered by the ACS and can be
triggered in real-time. Another major difference is that in case of TR-069 the server can be notified

! As long as TR-111 is working properly
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whenever a user changes a setting. This enables the administrator to correct possible mistakes
rightaway.

Supported phones and firmware versions

The TR-069 support has been introduced in firmware version 8.2.16. This firmware is available for the
following phones:

e SNOM3xx
e snom820
e snom Meeting Point

Support for the snom870 will be added shortly.
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Enabling TR-069 on snom VolIP phones
In order to use snom VolIP phones with TR-069 some phone settings need to be adjusted first.
Adjusting the settings can be accomplished in one of the following ways.

snom

——

default snom provisioning.

@ PLEASEOTRbhat enabling TR-069 management will automatically disable the

TR-069 specific phone settings

Firmware 8.2.16 introduces a couple of TR-069 specific phone settings. These can be divided into two

main groups.

tr69_acs_url

tr69_acs_user

tr69_acs_passwd

tr69_use_acs

tr69_bootstrap

tr69_cnr_user

tr69_cnr_pass

Internal
settings

tr69_events

tr69_params

download_status

Figure2: TRO69 setting categorization

ACS settings are the settings specific to the ACS connection and need to be adjusted to the specific
environment. Internal settings are used internally to control the TR-069 stack and should not be

modified manually

phone behavior.

WARNINGmMmodifying the internal settings manually may result in unexpected

Table 1 describes the ACS settings with the data types and default values.
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Setting name VYEUREINES Default Description

URL of the TR-069 ACS. This ist he URL
the phone will send TR-069 messages

1r69_acs_ur URLS (STRING) empty to. Please contact your ACS vendor to
find out about this URL.
tr69_acs_user STRING empty gg;rnnsatr?;efergTTP authentication
tr69_acs_passwd STRING empty Z;;isr\:\gt)rtiéoArchp authentication

tr69_use_acs BOOLEAN (off, 0, on, 1) off Turn TR-069 management on and off.
Send BOOTSTRAP event in the Inform
tr69_bootstrap | BOOLEAN (off, 0, on, 1) on Message. Needs to be set to on when a
new ACS is contacted.

Username to authenticate incoming
connection requests.

Password to authenticate incoming

connection requests.
Tablel: TRO69 ACS settings

tr69_cnr_user STRING empty

tr69_cnr_pass STRING empty

Configure TR-069 support manually
The TR-069 settings cannot be configured using the web interface of the phone. This behavior is
intentional as the makes it difficult for non-administrative users to accidentally change something.

In order to manipulate the settings manually you can use the dummy.htm page of the phone as
described in the snom FAQ?.

Open your web browser and type the following URL:

http://  phone_ip /dummy.htm?settings =save&tr69 acs_url= URL&tr69 bootst
rap=on&tr69 acs_user= USERtr69 acs passwd= PASSRtr69 use _acs=on &tr69
events=

Please note that all information in bold face needs to be replaced by your actual information.

Variable Value

phone_ip | IP address of your phone.

URL You ACS URL. This ist he URL which the phone will
contact with the TR-069 messages.

USER Username for the TR-069 connection

PASS Password for the TR-069 connection

Table2: Variables for manual TR69 setting adjustment

Configure TR-069 automatically on many phones

While the above method is a quick way to test the TR-069 integration it is not suitable for large-scale

installations. In case many phones need to be connected to an ACS it is strongly recommended to use
the snom provisioning method? for ACS initialization. Add the settings described in <hier Verweis> to

your setting XML file.

2 http://wiki.snom.com/FAQ/Can_|_set_single_phone_settings_via_HTTP_requests
® http://wiki.snom.com/Features/Mass_Deployment
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Best practice
The following diagram shows the recommended method for getting many phones under TR-069
management out of the box.

Provision
common
settings and
TR-069
information
on the phone

Phone
contacts ACS
and is now.

Upgrade

Setup Phone firmware to

provisioning contacts

server via provisioning 28

DHCP server under

management

later if
necessary

Figure3: Getting phones under management

Out-of-the box the phones contact provisioning.snom.com to obtain a recent firmware. You can
provide an own provisioning server to be contacted instead of the default server.
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Supported TR-069 RPC methods

The following section gives an overview over the supported XML-RPC methods.

In addition to the methods defined in the TR-069 standard snom VolP phones implement two vendor
specific methods X_snom_Minibrowser  and X_snom_Customize .

GetRPCMethods
The ACS to find out about the XML-RPC methods supported by the CPE can call this method.

GetParameterNames

When called this method return a list of parameter names on the device. Depending on the method
parameters this can be called for complete and partial parameter paths on the device. In case the
path is empty the result just contains Device. indicating that the phone is a LAN Device and not an
Internet Gateway Device. When called with Device. as the path the phone will return a complete list
of the parameters.

GetParameterValues
Returns the values of parameters on the device. This can be called for both complete and partial
paths.

SetParameterValues
Sets the value of one or more parameters on the device.

AddObiject
Adds a new instance of an object defined on the device.

DeleteObject
Deletes an instance of an object defined on the device.

Reboot
Reboots the device.

GetAttributeValues
Gets the attributes (modifiers) of the specified path. The path can be complete or partial.

SetAttributeValues
Changes the attributes (modifiers) of the specified path. The path can be complete or partial.

Download
Initiates a download on the device. The download can be one of the following:

1. snom Firmware Upgrade Image
2. snom XML configuration file
3. snom Parameter Mapping File if supported by the ACS

Upload
This method can be used to instruct the phone to upload
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1. the current configuration
2. the current log file

to a server using HTTP PUT (WebDAV).

FactoryReset
Initiates a factory reset on the phone.

CAUTION:

@ Once the reset has been performed the phone goes back to standard
provisioning and loses all ACS data and information in the parameter mapping
file.

X-snom-Customize
This method can be used to customize the device look and feel as described in the snom User Wiki*.

Syntax:
<cwmp:X-snom-Customize>

<skinUrl>http://location of the tarball</skinUrl>
</cwmp:X-snom-Customize>

TIP:
o If your ACS does not support vendor specific methods you can use the
SetParameterValues on the Device.X_snom_UploadGUI and
Device.X_snom_UploadWeb parameters to accomplish the same.

X-snom-Minibrowser
This method can be used to push XML Minibrowser content on to the phone.

Syntax:
<cwmp:X-snom-Minibrowser>

XML Content
</cwmp:X-snom-Minibrowser>

* http://wiki.snom.com/Features/Customization
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Parameter mapping

This section describes how the snom settings are mapped to TR-104 and TR-106 parameters. It also
explains the syntax of the parameter mapping file and how this can be used to store service specific
data on the phone.

The param_map file

The parameter-mapping file (param_map) is the heart of the TR-069 implementation. This is the
place where TR-069, TR-104 and TR-106 as well as some snom specific extensions to the parameters
are stored and mapped to internal snom settings.

WARNING:
0 Editing the param_map file manually may result in damaging the TR-069 stack.

Most of the Parameters have already been mapped by snom and should remain
unchanged. param_map edits should only be used to store user specific
parameters on the device if necessary.

Retrieving and uploading the parameter mapping via the Web Ul
The fastest way to view and upload the parameter-mapping file is to use the web interface of the
phone.

In order to upload the parameter mapping file to the phone open the phone web user interface and
choose Advanced — Update from the left-hand menu. Use the Load TR069 Parameter
Map Manually section to upload a parameter-mapping file to the phone.

Network Behavior Audio SIP/RTP QoS/Security Update

Update: -
Update Policy: pdate automatically @
Setting URL: [ ] ,i
Settings refresh timer: I } ?
Subscribe Config: on (off @

PnP Config: on Goff @

Save Reset Reboot

By clicking on the Load button below the phone will RESET its settings, load the new settings from
the specified file and reboot. So all current settings will be lost!

Upload Setting File manually: LDate- auswahlen ) Keine..ahlt
Load
Load TR069 Parameter Map Manually: '.‘.Da(e' auswahlen ) Keine...ahlt

Load

Figure4: Uploading a parameter mapping file to the phone

M2 NRSNJ 12 R2gyf2FR 2N OAS¢ (KS QldkhreYoSG SNI YI LILIA Yy 3
save the TR069 Parameter Map a 2y GKS aStdAy3a LI3IAS 2F GKS o
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Click here to save the settings.
Click here to save the settings in XML format.
Click here to save the settings which have changed from default in XML format.

Click here to save the TRO69 Parameter Map.

language! : Deutsch
redirect number&:
redirect_busy numberk:
redirect_time_number&:
redirect_time&:
redirect_time_on_code&:

Figure5: Downloading the parameter mapping file

Provisioning the parameter mapping on the device

In some cases it is necessary to provide a custom parameter map upon deployment (e.g. if you
wanted to adapt the device type by adding a custom prefix or postfix). In these cases you can use the
snom provisioning mechanism to deploy the parameter-mapping file.

Add a param - maptag in your setting - files  section to do this.
<setting - files>

<param-mapur | =Ahttp://yourserver/yourmap.txtin>
</setting - files>

Filip Polsakiewicz ¢ October 14th 2009



snom

Modifying the parameter mapping
The following section gives an introduction into the syntax of the parameter mapping file.

WARNING AGAIN:
Editing the param_map file manually may result in damaging the TR-069 stack.

Most of the Parameters have already been mapped by snom and should remain
unchanged. param_map edits should only be used to store user specific
parameters on the device if necessary.

General syntax
The parameter-mapping file (param_map) is a plain text file containing the mapping of TR-104, TR-
106 and some vendor specific snhom parameters to the internal snom settings.

The file contains one line per parameter and all lines have the same syntax.

[parameter type]:[parameter name][modifier][parameter value]

Parameter types
The parameter type can be any of the types defined in the TR-069 specification except for the object
type as multiple lines in the parameter-mapping file represent this.

Type Description

string For text values

int For numeric values

unsignedint | For positive numeric values
boolean For truth values (true, false, 1, 0)
dateTime For date and time values

Table3: Supported parameter types

Modifiers
A modifier specifies access and notification options for a parameter. The phone understands the
following modifiers.

Modifier  Descripion

= Read/Write with passive notification

I= Read only

&= Parameter not supported (used for standard parameters)
$= Notification disabled

*= Active notification

Table4: Parameter modifiers

Values
Values can be dynamic, static or mixed. Static values are stored in the parameter-mapping file itself
whereas dynamic values are mapped to the phone settings.

Static values are written directly behind the modifier:
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string:Device.ManagementServer.PeriodicInforminterval=3600

For dynamic values the respective setting or special value® is written in curly brackets:
string:Device.ManagementServer.ConnectionRequestUsername={tr69_cnr_us er}
Ay OFrasS 2F ay2N¥YIf aSiddAy3aaa FyR
string:Device.VoiceService.l1.Line.1.SIP.AuthPassword={user_pass|n}

where n is the index in case of array settings (i.e. for identities). It is also possible to have static and
dynamic values mixed:

string:Device.X_ snom_SomeParam=This is my {LCS2_PRODUCT}
22dA R NBadzZ i Ay a¢KAa A& Y& ayz2Yortrna FT2NJ I ay2vYo

Comments
Any line in the parameter mapping file which starts with a # is treated as a comment and ignored.

CAUTION:
Only complete lines can be comments. DO NOT ADD COMMENTS AFTER A
VALUE OF A PARAMETER!!!

> Special values are not mapped to snom settings but handled directly by the TR-069 stack. For internal use
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TR-111 support

About TR-111

The TR-111 standard defines two ways of managing CPE located behind NAT routers. These CPE
cannot be contacted directly using HTTP because they are not exposed to the Internet. In many cases
the periodic inform interval® is set to 24 hours or more. With TR-111 Parts | and Il the DSL Broadband
Forum defines two ways of enabling the server to contact these devices anyway.

TR-111 Part I: Device Gateway Association

The first method is to associate the phone with the modem or router it is connected to. This
association is communicated to the ACS in the Inform message sent by the phone. The ACS creates
port-forwarding rules on the router, which enable the ACS to contact the phone. Figure 6 shows the
process of associating the phone with the router.

DHCP Inform (device identity)

Add device record 1o |
ManageableDevice table !

DHECP Ack (gateway identity)

1
TR-069 Inform (device + gateway (dentty)
.

TR-DED Inform Response
T

TR T TTIT T T

Estalbsh TR-069 Session 1
i

-
p

——— - -

1
1 i
! Get ManageableDevice table (TR-069) : Optional

"""""""""""" 1 - Cross-
| Check
ManageableDevica table (TR-DEG) !

Figure6: Device Gateway Association

The DISCOVER request contains DHCP Option 125 with sub-options 1,2 and 3 set the respective CPE
values. The DHCP OFFER response. Contains the DHCP Option 125 with sub-options 4,5 and 6 set to
the respective Gateway Device options. The CPE is required to set the correct values for the following
TR-069 parameters and send them in the Inform request.

PLEASE NOTiat this procedure requires the gateway to be managed by the same
ACS as the phone.

® Interval on which the CPE contacts the server automatically
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snom VolIP phones fully support TR-111 Part | and the connection requests specified herein.

TR-111 Part II: Connection request via NAT gateway
TR-111 Part Il specifies a way of communicating the current NAT binding to the ACS. This method is
similar to STUN.

@ PLEASE NOTHat this method is currently NOTsupported by snom VolP phones.
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Normative references
For further information on the standards described in this document you can find the standard
papers at the following URLs:

TR-069: http://www.broadband-forum.org/technical/download/TR-069Amendment2.pdf

TR-104: http://www.broadband-forum.org/technical/download/TR-104.pdf

TR-106: http://www.broadband-forum.org/technical/download/TR-106%20Amendment%201.pdf

TR-111: http://www.broadband-forum.org/technical/download/TR-111.pdf

ACSspecific information

The TR-069 integration has been developed with and tested against the Alcatel-Lucent Motive HDM
(Home Device Manager). As TR-069 is a standard other ACS should work properly as well. Our
experience is that every ACS is a little bit different. This section describes ACS specifics we are aware
of.

ALU Motive HDM

The Motive HDM requires a vendor specific device data model in XML format before any devices can
be connected to it. This XML file can be obtained from snom by contacting snom sales
(sales@snom.com).

Friendly ACS

Unlike Motive the Friendly ACS does not require any information as it fetches the required
information upon the first contact with the CPE. The process of fetching the information might take a
while so please be patient.

Call to action
If you have successfully tested snom VolP phones to work with your ACS please send an email with
your ACS details to marketing@snom.com and we will be happy to add your ACS to the above list.

Help needed?

If you have any questions regarding TR-069 support the best way to ask them is the snom Forum that
can be found at http://forum.snom.com . snom support, the developers and many snom users read
this forum and can help you with your requests. Futher information on TR-069 support and the TR-
069 related settings can also be found in the snom User Wiki'.

Sales contact and direct technical contact

For any sales enquiries please contact sales@snom.com or call our sales hotline +49 (0)30 39833 101.
The sales represenative will also be happy to provide you with the technical contact information if
required.

" http://wiki.snom.com
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snom

Rights and Disclaimer

THIS SOFTWARE IS PROVIDED BY SNOM 6AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL SNOM BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Redistribution in source anibr binary forms, with or withoutmodification, IS NOT
permitted.
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